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1.0
Introduction
Essex Clinical Commissioning Groups (CCGs) are committed to implementing an integrated
and robust Business Continuity Management System (BCMS) to ensure the continued
delivery of safe and effective healthcare commissioning and management, through
alignment to ISO22301 and in meeting a number of statutory duties in relation to Emergency
and Business Continuity Planning as detailed within;
The Civil Contingencies Act 2004 (Contingency Planning) Regulations 2005;
The Health and Social Care Act 2008 (Regulated Activities) Regulations 2010; and
Care Quality Commission Essential Standards of Quality and Safety 2010.
In addition to meeting legislative duties, Essex CCGs are required to comply with guidance
and framework documents, including but not limited to;
NHS England Emergency Planning Framework 2013;
NHS England Business Continuity Management Framework 2013:
NHS England Core Standards for Emergency Preparedness, Resilience and
Response 2013;
NHS England (Operating Framework) Everyone Counts Planning for Patients
2013/14;
Department of Health Building Note 00-07: Resilience planning for the healthcare
estate; and
PAS 2015: Framework for health services resilience 2010.
This is achieved through the publication, testing and exercising of plans for key services as
agreed by the Essex CCG Executive Boards/Governing Body.
This document provides the scope and policy for BCMS across Essex, detailing the
Minimum Business Continuity Objectives (MBCO) during a disruption and the key services
and prioritised activities which must be protected through the provision of effective business
continuity planning.
2.0
Policy Statement
It is the policy of Essex CCGs to ensure, so far as reasonably practicable, that the key
services and prioritised activities, which contribute to the achievement of effective healthcare
commissioning and management are protected against potential threats (such as loss of
staff, facilities, IT systems and software and supplier), by the implementation of an effective
BCMS.
This policy document forms part of Essex CCG’s commitment to create a positive culture of
respect for all individuals including staff, patients, their families and carers as well as
community partners. The intention is to identify, remove or minimise discriminatory practice
in the areas of race, disability, gender and gender reassignment, sex and sexual orientation,
age, pregnancy and maternity status, marital and civil partnerships and ‘religion, belief, faith
and spirituality’ as well as to promote positive practice and value the diversity of all
individuals and communities.

3.0

Definitions
For the purpose of the CCGs BCMS, the following definitions have been taken from
ISO22301 to mean;
3.1
Business Continuity Management System (BCMS)
‘A holistic management process that identifies potential threats to an organisation
and the impacts to business operations that those threats, if realised, might cause,
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and which provides a framework for building organisational resilience with the
capability for an effective response that safeguards the interests of its key
stakeholders, reputation, brand and value-creating assets’
3.2
Business Impact Analysis (BIA)
‘The process of analysing activities and the effect that a business disruption may
have upon them’
3.3
Prioritised Activities
‘Those activities to which priority must be given following an incident in order to
mitigate impacts’
3.4
Key Products / Services
‘The beneficial outcomes provided by an organisation to its customers, recipients and
interested parties, e.g. manufactured items’
3.5
Maximum Tolerable Period of Disruption (MTPOD)
‘The time it would take for adverse impacts, which might arise as a result of not
providing a product/service or performing an activity, to become unacceptable’
3.6
Maximum Business Continuity Objective (MBCO)
‘The minimum level of services and/or products that is acceptable to the organisation
to achieve its business objectives during a disruption’
3.7
Recovery Time Objective (RTO)
‘The period of time following an incident within which;
Product or service must be resumed; or
Activity must be resumed; or
Resources must be recovered.
The Recovery Time Objective must be less than the Maximum Tolerable Period of
Disruption’
4.0
Scope
The Scope provides the key services and business locations required to deliver the MBCO.
It will be necessary to review the scope as the BCMS matures; however it is anticipated that
the acceptable MBCO will remain the same. The following key services, locations and
prioritised activities have been determined by Chief Operating Officers and approved at CCG
boards/governing body.
4.1
In Scope
Alignment to ISO22301 will cover the provision of healthcare commissioning and
management by the following NHS organisations and locations;
Brentwood and Basildon CCG - Phoenix Place, Christopher Martin Road,
Basildon, SS14 3HG.
Castle Point, Rayleigh & Rochford CCG - Phoenix Place, Christopher
Martin Road, Basildon, SS14 3HG
Mid Essex CCG - Wren House, Hedgerows Business Park, Colchester
Road, Chelmsford, CM2 5PF
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North East Essex CCG - Primary Care Centre, Turner Road, Colchester,
CO4 5JR
Southend CCG - Suffolk House, Baxter Avenue, Southend on Sea, SS2
6HZ
Thurrock CCG - Civic Offices, New Road, Grays, Essex RM17 6SL
West Essex CCG - 4 Spencer Close, St Margaret’s Hospital, Epping,
CM16 6TN
4.2
Out of Scope
Alignment to ISO22301 will not cover the provision of healthcare commissioning and
management by the following NHS organisations and locations;
Essex Commissioning Support Unit - Charter House, Parkway, Welwyn
Garden City, Hertfordshire AL8 6JL, and 8 Collingwood Road, Witham,
Essex, CM8 2TT
5.0
Purpose
Essex CCGS Business Continuity Management System Scope and Policy provides a
structure through which:
A comprehensive BCMS (Business Continuity Management System) is
established and maintained;
Business impact analysis and risk assessment will be applied to key services
and their supporting prioritised activities, processes and resources;
Key services, together with their supporting prioritised activities, process and
resources will be identified;
Risk mitigation strategies will be applied to reduce the impact of disruption to key
services in line with the Risk Management Strategy;
Plans will be developed to ensure restoration of key services to a minimum
acceptable standard following disruption;
Invocation of business continuity plans can be managed;
Plans are subject to ongoing exercising and revision;
Chief Operating Officers, Emergency Accountable Officers and CCG Executive
Boards/governing body can be assured that the BCMS remains up to date and
relevant.
6.0
Business Continuity Management System Policy Statement
Essex CCGs will implement a robust BCMS whereby;
Responsibility for ensuring that plans are capable of restoring a minimum
acceptable standard of service delivery rests with the Acountable Emergency
Officer;
Supporting departments will provide professional support to improve resilience of
prioritised activities and resources that support key services;
Annual review of CCG business continuity process will be undertaken annually
by the Head of Emergency Planning, providing support and plan development as
necessary;
Business continuity plans will be exercised in line with the organisations exercise
timetable, Department of Health requirements and any applicable service level
agreements. Where necessary, modifications will be made to take account of the
exercise results;
Contracts with suppliers of critical goods and services will include a requirement
for the supplier’s business continuity processes to be approved, and exercised;
and
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All staff will be aware of the plans that affect their service area and role following
invocation of business continuity plans.
7.0
Benefits of Effective BCMS
The policy provides a clear commitment to establish a BCMS that will enable CCGs to;
Continue to provide key services in times of disruption;
Make best use of personnel and other resources in times when both may be
scarce;
Reduce the period of disruption to CCGs and their users, partners and
stakeholders;
Resume normal working more efficiently and effectively after a period of
disruption;
Comply with standards of corporate governance;
Improve the resilience of the CCGs infrastructure to reduce the likelihood of
disruption; and
Reduce the operational, financial and reputational impact of any disruption.

8.0

CCG Roles and Responsibilities
8.1
CCG Executive Board/Governing Body
The CCG Executive Board/Governing Body are accountable to the public and NHS
England for ensuring that a BCM framework is in place to safeguard that in the event
of a disruption to services the public continue to receive the best quality and range of
services it is reasonably practicable to deliver and that key services are maintained.
8.2
Emergency Accountable Officer
The Emergency Accountable Officer holds the board/governing body level
responsibility for ensuring the CCG meets its statutory duties through the
implementation of an effective BCMS, with a responsibility to attend the Integrated
Emergency Preparedness Committee. They have the ultimate responsibility for the
CCG, and for business delivery in all situations, including responsibility for approving
all Minimum Business Continuity Objectives
8.3
Head of Emergency Planning
The Head of Emergency Planning is the professional lead for business continuity
across Essex CCGs and will;
Review and develop the BCMS (strategy, policies and documents) in line
with statutory requirements, standards, best practice and the needs of
CCGs;
Monitor standards and compliance with the policy, through review and
audit;
Provide support and guidance to Emergency Accountable Officers and
Heads of Service.
8.4
Heads of Service / Function Leads
Heads of Service and function leads have a responsibility to ensure the provision of:
Maintained and reviewed Business Impact Analysis;
Maintained and reviewed Service Level Business Continuity Plans in
response to the outcomes of Business Impact Analysis and Risk
Assessment.
Staff trained in the departmental response to business disruptions.
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8.5
CCG Executive Lead for Procurement/Contracting
The CCG executive lead for procurement/contracting is responsible for ensuring that
suppliers and contractors have suitably robust Business Continuity Plans in place to
ensure they can meet their contractual obligations.
8.6
Integrated Emergency Preparedness Committee
The Integrated Emergency Preparedness Committee (made up of the Emergency
Accountable Officers and Head of Emergency Planning) is responsible for the
approval of all EPRR strategies and documents including undertaking an annual
review of the business continuity management system; making recommendation to
board/governing body.
9.0
Risk Management Strategy
In implementing an effective BCMS Essex CCGs will ensure that business continuity
processes are integrated within the Risk Management Strategy allowing consistent
risk identification, assessment, mitigation and escalation to CCG Executive
Boards/Governing Body as follows;

9.1
Risk Identification and Assessment
The Head of Emergency Planning will be responsible for the Emergency and
Business Continuity Planning Risk Register, which will detail both generic and site
specific risks to Essex CCGS; and will be agreed by the Integrated Emergency
Planning Committee.
The purpose of completing risk assessments and defining choices by allocating
mitigating factors is to;
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reduce the likelihood of a disruption to prioritised activities;
shorten the period of disruption to prioritised activities; and
limit the impact of a disruption to the organisations key services.
Risk identification and assessment will focus on two main areas;
9.1.1 External Risks
External risks which may impact prioritised activities will be developed by the Head of
Emergency Planning using the Home Office and Council held;
National Risk Register;
Regional Risk Register; and
Community Risk Registers
Risks identified from National and Community Risk Registers will be assessed using
the worst credible case scenario. In addition the BIA process may identify external
risks.
9.1.2 Internal Risks
Internal risks which may impact prioritised activities should be included within the BIA
Data Sheet as per section 5.0 of the Business Continuity Management Business
Impact Analysis Process to establish;
The impact using the descriptors of the Corporate Risk Register;
Mitigating factors; and
Residual risk score
The Emergency and Business Continuity Planning Risk Register will be reviewed
annually or when required to record newly identified risks, unless a risk requires more
frequent review.
9.2
Risk Mitigation
The Head of Emergency Planning and Head of Service/Department will be
responsible for implementing risk mitigation to reduce the likelihood and/or impact of
risks identified, with further assessment of any residual risk. Risk mitigation will be
agreed by the Integrated Emergency Preparedness Committee.
9.2
Risk Escalation
The Emergency and Business Continuity Risk Register will be approved as per
Section 14.1 Document Approval. All high and extreme risks will be escalated to
ensure inclusion on the Corporate Risk Register as deemed necessary.
10.0 Business Impact Analysis Process
The Business Impact Analysis Process document outlines the process for
undertaking BIA within CCGs to establish:
Prioritised activities
Locations for prioritised activities
Resources required for prioritised activities
Dependencies for prioritised activities
Service level risk assessments
BIAs also determine the impact of a disruption to the prioritised activities, which
support key services by:
Assessing over time the impacts that may occur if the activity was disrupted
Establishing the MTPOD identifying;
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-

The maximum time period after the start of the disruption within which the
activity needs to be resumed,
The minimum level at which the activity needs to be performed on its
resumption,
The level of time within which normal levels of operation need to be
resumed or RTO.

Business impact analysis will be reviewed at least annually or as required by the
Service Manager/Head of Department as per the BIA process.
11.0 Business Continuity Training, Testing and Exercising Programme
The Business Continuity Training, Testing and Exercising Programme outlines the
process by which training, testing and exercising of business continuity plans will be
undertaken.
11.1 Training
Those individuals undertaking roles and responsibilities within business continuity or
an incident must undertake appropriate training for their function, including in line with
the competencies for their role/function provided in NHS England ‘Model
Competencies for Members of Emergency On-call Rotas and ‘National Occupational
Standards’.
Training will be undertaken in line with the annual training and exercise schedule
agreed by CCG Executive Boards/Governing Body; this should occur regularly to
familiarise staff with command and control procedures and to ensure there is no
erosion of skills. Training records will be used as documented evidence of the
completion of relevant and suitable training as per the Business Continuity Training
programme document.
11.2 Testing and Exercising
Plans developed to allow organisations to respond efficiently and effectively, must be
tested regularly using recognised and agreed processes such as table top or live
exercises.
Roles within the plan (not individuals) are exercised to ensure any specific role is fit
for purpose and encapsulates all necessary functions and actions to be carried out
during an incident.
Through the exercising process, individuals have the opportunity to practice their
skills and increase their confidence, knowledge and skill base in preparation for
responding at the time of a real incident.
Training will be undertaken in line with the annual Training and Exercise Schedule
agreed by CCG Executive Boards/Governing Body and in line with NHS England
‘Emergency Planning Framework (2013)’ which defines the process and timescales
for exercising. This includes a minimum expectation of a communications exercise
every six months, a table top exercise ever year, and a live exercise every three
years, in addition to any activation.
A post exercise report will be written to summarise the test/exercise and to highlight
areas of best practice and for improvement, with lessons identified entered onto a
Corrective Action and Preventative Action (CAPA) Log as per the timeframes in the
Business Continuity Training, testing and Exercising programme document.
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Post exercise reports will follow the Document Approval Process (Section 14.1)
before being submitted to the Local Health Resilience Partnership (LHRP), NHS
England Essex Area Team and shared with any external agencies as required.
12.0 Business Continuity Audit Programme
The Business Continuity Audit Programme document details the process by which
Essex CCGs will undertake self-inspection audit at planned intervals to determine
that the BCMS:
Conforms to planned arrangements for BCM, including the requirements of
ISO22301;
Has been properly implemented and is maintained; and;
Is effective in meeting the organisations BCM Policy and objectives.
The implementation of a self-inspection audit programme will;
Provide assurance of compliance to ISO2310 and best practice;
Improve the BCMS through the application of preventative and corrective
actions;
Increase assurance in the BC competencies and capabilities of staff with BC
responsibilities.
Audit of key external suppliers may be undertaken from time to time to provide
assurance of their business continuity arrangements.
Audit reports will be written to summarise the audit undertaken and to highlight areas
of best practice and for improvement, with lessons identified entered onto a
Corrective Action and Preventative Action (CAPA) Log.
Audit reports will follow CCG corporate arrangements, and will be agreed by the
Essex CCG Integrated Emergency Preparedness Committee, before being submitted
to the CCG Executive Board/Governing Body. Audit reports may be submitted to
NHS England and the Local Health Resilience Partnership as evidence of continual
improvement.
13.0 Business Continuity Management Review Programme
The business continuity management review programme is the process by which
Essex CCGs will undertake annual review of and continual improvement to the
BCMS. The review will be undertaken by the Essex CCG Integrated Emergency
Preparedness Committee in conjunction with NHS England in quarter three each
year.
The purpose of the review is to ensure the effectiveness and management of the
BCMS and to set the Emergency Planning Work Plan for the coming financial year.
A management review report, summarising the findings of the review will be
submitted to the CCG Executive Board/Governing Body, and shared with NHS
England and the Local Health Resilience Partnership as evidence of continual
improvement.
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14.0

Document Approval and Control

14.1 Document Approval
All documents within the BCMS will be subject to the following formal approval,
ratification and review process. Documents will be presented to the Integrated
Emergency Planning Committee for development and approval, before subsequent
approval by the CCG Board/Governing Body, via the required Committee;

Integrated
Emergency
Planning
Committee

Basildon & Brentwood Quality and Governance
Committee
Castle Point & Rochford Quality and Governance
Committee
Mid Essex Quality & Governance Committee
North East Essex Formal Executive Board
Southend Quality, Finance and Performance
Committee
Thurrock Quality and Governance Committee
West Essex Formal Executive Board

CCG
Board/
Governing
Body

Approval of documents within Committee, Board and Governing Body Meetings must
be reflected within the minutes taken.
Documents will be required to be reviewed annually from the date of ratification,
unless otherwise stated, or sooner should there be a change to business process or
services which affects the arrangements outlined within the document.
14.2 Document Control
All documents will be subject to document control to ensure the most up to date
version is in use as follows:
Sequence
DRAFT
1.0
X.X DRAFT
X.X
X.0

Explanation
First draft version of the document (should be followed
by the date last updated)
First published version of the document.
Subsequent version of the document in draft format
(should be followed by the date last updated)
Subsequent version of the document published with
minor amendments
Subsequent version of the document published after
annual review or major amendment

Example
DRAFT 4 May 13
Version 1.0
Version 1.1 DRAFT
4 May 13
Version 1.1
Version 2.0

14.3 Document Publication
Documents will be made available to all staff via the internal CCG website.
It is the policy of Essex CCGs to make Emergency Planning, Resilience and
Response documents publically available via the public CCG website with
information redacted as per Section 15.0 Freedom of Information.
Those individuals with business continuity responsibilities such as named roles within
the plan and on call directors will receive an electronic copy of all newly published
documents or versions via email from the Head of Emergency Planning.
Stakeholders and partner agencies requiring copies of the EPRR documents will
receive them electronically via email from the Head of Emergency Planning.
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14.5 Document Retention
Electronic copies of all previous versions of documents will be retained for 7 years.
All documentation will be reviewed before destruction to ensure it may not be
required for any forth-coming/subsequent enquiry.
15.0 Freedom of Information
The Freedom of Information Act 2000 gives the public a wide-ranging right to see all
kinds of information held by the government and public authorities. Authorities will
only be able to withhold information if an exemption in the Act allows them to. As
such a publically available version of this document will be made available. In line
with Government and NHS Document Protection Markings some information
(confidential and sensitive) will be redacted from publically available versions.

16.0 Associated Documents
This document and its contents have been prepared against the International
Standard Specification for Business Continuity Management, ISO22301.
This Scope and Policy will cover all Business Continuity Management System
documents within the CCGs including;
Business Impact Analysis;
Business Impact Analysis Datasheet
Business Continuity Plan;
Service Level Business Continuity Plans;
Business Continuity Training Programme
Annual Training Schedule
Business Continuity Testing and Exercising Programme;
Annual Testing and Exercise Schedule
Business Continuity Management Review Programme
BCMR Review Report Template
BCMR Recommendations Report Template
Business Continuity Audit Programme.
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